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Technological Drivers and Enablers
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Wireless Technology: WLAN

« Different wireless technologies evaluated
« WAVE / 802.11p as basis

* Request for exclusive frequency band in Europe

* Vehicle antenna technology

N RS-232
\ | connector

Denso WAVE Radio Modem Antenna Integration
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Safety Applications with
Heterogeneous Requirements
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European Focus so far:

o Car-to-Car plus
Car-to-Infrastructure

e Driver Information
 Message-based systems

« Establishing
Ad-hoc Network

» Safety plus Comfort

driver warning

Road condition
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Traffic Jam

_ Assistance
Real-Time
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warning
Post crash
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Platooning

Right of way
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collision warning

Cooperative
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Hazardous Scenarios (WILLWARN)

@ QObstacle behind a curve @ Low friction on rural road

Q
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Driver Information Applications

A CAUTION! Accident 2km ahead
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L ocal Information

immediate intervention foresighted driving flow/route optimisation
imminent danger attention information

static dangers
road works

Nr. of hops? |

emergency car

weather, road condition
wrong way driver

accident, obstacle

blocked road
full break high traffic

end of jam traffic jam

potential distribution area .
1km 10km 50km

tolerable latency N
100ms seconds minutes
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Building Ad-hoc Networks: Simulation

Visualization for

» Understanding
» Presenting
* Debugging
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Building Ad-hoc Networks: Simulation
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Building Ad-hoc Networks: Simulation
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Simulation: Network Properties

Connectivity
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Simulation: Network Properties
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Network Properties: Sparse & Dense Nets
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Sparse Nets: Store & Forward
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Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting

01/06/2005 VSC Workshop, Hannover ~ ""@=0""™"  communicaTion consorTIu 19



Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting

Problem:
These nodes don‘t
receive the message. P~

01/06/2005 VSC Workshop, Hannover ~ ""O@=0""™"  communicaTion CoNsORTIU



Dense Nets: Efficient Geocasting

01/06/2005 VSC Workshop, Hannover ~ ""O@=0""™"  communicaTion CoNsORTIU 24



Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting
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Dense Nets: Efficient Geocasting

With Street Topology Knowledge:
Ensures that all/most nodes
receive message.
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Dense Nets: Efficient Geocasting
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Sensor Network: Content-based Messaging

/~= CAR 2 CAR

01/06/2005 VSC Workshop, Hannover ""9=0'"™"  communicaTion consorTIUM



Data Integrity, Security & Privacy

Signed Messages S
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Data Integrity, Security & Privacy
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Traffic Emergency
Lights Vehicle

Mz, Sigyighs{Ms), Cred g

Y

p, g und X (X = g* mod p)

F

Y (Y = g mod p), Crypl{Sigygms{Y.X.p.g.Ms}, Ms}

Crypty{Sige (Y. X.p.g9.Mc}, Credg, M:}

Crypty {Mc-ACK}

¥

M periodic status message

Sige. 12} signature of "x" created by "Car”
Credgpe. credential of "Lights”

X, Y,p,q: public Diffie-Hellman key parameters

X,¥: secret Diffie-Hellman key parameters
Crypte{x}: encryption of "x" using Key "K"

Me: control message

M-ACK: Acknowledgement for control message Mg
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Immediate Information

immediate intervention foresighted driving flow/route optimisation
imminent danger attention information

static dangers
road works

emergency car

weather, road condition
wrong way driver

accident, obstacle

blocked road
full break high traffic

end of jam traffic jam

potential distribution area .
1km 10km 50km

tolerable latency N
100ms seconds minutes
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Immediate Information

Minimum radio range:
 Dependent on worst case max. braking distance (wbd)
« Dependant on overall latency (l; /1)

 Dependent on message resend intervall (mri)

min radio range = wbd[m] + l;[s] * speed[m/s]

+ (mri[s] + | [s])*speed[m/s]

wbd

speed = 250km/h
mri = 200ms

li =100ms
Ir = 80ms

min Range 475 m ’)




Immediate Information

Overall latency: Process chain
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Sensor activiation i

Hazard/Danger Interpretation

Message Creation Necessity for signing every message with
Medium Acces a valid certificate?

Message Transmissiog :
_ Message size?
Integrity check

Necessity for evaluation of certificate!

Reputation check?
Relevance check
Driver Information

Driver Response
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Prototyping: Local Danger Information
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Prototyping: Local Danger Information

Anmalden - YNav

wm.nuham
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Prototyping: Immediate Traffic Information

Einfaraung der vorausliegenden Strakenabschnitte
germAR aktueler Yerkehrslage aus VLA Fzg -Fzg-Kormmunikation

Freie Fahrtin 100m

Zoom in

Slatus
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Hot Spot Access: Virtual City Portal

Navigation - Login - YNav

Parkinfo

Toutist Info

Parking

Main menu

WCP Logs:

mEBrowser

Navigation - Login - YNav

Reservation

e-Ticket Parklnfo

mBrowser
Navigation - Login - YNav

R Reservation
arkinfo Englisher Garten

Found 5 parking-lots

mBrowser e-Ticket

. Parkharfe am Olympiapark  Sapporo-Bogen 563
Reservation

Parkdeck hinterm Eisstadion 3piridon-Louis-Ring 164 P + R | nfD

e-Ticket BMW-Farkhaus Georg-Brauchle-Ring 220

Parkbuchten im Tal Tal 13

FUE"WEQ Nymphenburg
Schlossgarten

P+R Info Parkhaug itn Tal Tal 21 &7

Westpark

FuBweg
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The Technical Environment

In-Vehicle |

 OSGi

* AutoSa )"‘“
Service Delivery Platforr A _ g
* Interact with Provi P [ S eadapt -_.:__h-___‘o_
« Personalization > informe

e Certification

bk Applictio
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